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RESEARCH QUESTIONS

How can a central bank enhance its data governance to implement regulations in an agile and adaptive manner using agentic AI, while 

ensuring that every decision made under that capacity remains anchored and verifiable.

BACKGROUND

1. COMPLIANCE TO NATIONAL REGULATION
• Indonesia's Personal Data Protection Law (No. 27/2022) that demands compliance and accountability on personal data protection. 

• Bank Indonesia adds its own binding internal layer: PDG PDP 11/2024, PDG PIBI 22/2024 and PDG MIKK 19/2025 that governs data protection and Information lifecycle management. 

1. EXPONENTIAL GROWTH OF DATA IN THE DIGITAL ERA
     Digitalization has made the data managed by central banks increasingly real-time and granular.

2. URGENCY OF EFFECTIVE DATA PROTECTION AND GOVERNANCE
a) Central banks must comply with national regulation. In Indonesia's case, most notably the Personal Data Protection Law (Law No. 27/2022)

b) The gap between data arriving and data being governed widens daily and within that gap live both legal exposure and lost public trust.

BACKGROUND AND RESEARCH QUESTION

3. INSUFFICIENCY OF TRADITIONAL/MANUAL GOVERNANCE AND PROTECTION

How to leverage agentic AI to implement regulations in an agile and adaptive manner, while ensuring that every decision made under 

that capacity remains anchored and verifiable.

Human-speed governance cannot keep pace with machine-speed data incremental. There are increasing risks for manual data governance such 

as, unlabeled datasets, unauthorized access, obsolete metadata, and privacy violation.



4 Department of Data Innovation & Digitalization

LITERATURE REVIEW

Dikau, S., & Volz, U. (2018). Central Banking, Climate Change, and Green Finance. Handbook of 
Green Finance. https://consensus.app/papers/central-banking-climate-change-and-green-
finance-dikau-volz/0f8e5546dbcb5d4b87c9603b6e3a1533/?utm_source=chatgptD’Orazio, P., & 
Popoyan, L. (2022). Realising Central Banks’ Climate Ambitions Through Financial Stability 
Mandates. Intereconomics, 57, 103–111. https://consensus.app/papers/realising-central-
banks-’-climate-ambitions-through-d’orazio-
popoyan/fc55823a57855b6791545d0e0ed4bdc7/?utm_source=chatgpt

Carbon Intensity

• Carbon intensity is the ratio of carbon dioxide per unit of energy, or the amount of carbon dioxide emitted as a result of 

using one unit of energy in production.

• Emission intensities are also used to compare the environmental impact of different fuels or activities

• Glossary | DataBank

Central Bank Positioning and 

mandate as public institution

• Tucker, Paul (2018). Arguing that independent agencies like central banks retain legitimacy only through clear mandates, designed constraints, and 

demonstrable accountability

• Law No. 23/1999 on Bank Indonesia (as amended). Bank Indonesia as an independent state institution with the objective of maintaining rupiah stability and is 

accountable to the public through the House of Representatives.

• Law No. 27/2022 on Personal Data Protection (UU PDP). Data protection statute in Indonesia that applies to every party processing personal data which 

imposing lawful-basis requirements, including the duty to demonstrate accountability.

GenAI Observability, 

Grounding & Policy-

as-Code

AI Governance, 

Accountability, and 

Agent Oversight

• Chan et al. (2024), Visibility into AI Agents. Established that agent governance requires three concrete visibility 

instruments: identifiers, real-time monitoring, and activity logs, across centralized and decentralized settings.

• Raji et al. (2020). First end-to-end internal audit framework for AI, finding accountability requires named artifacts 

generated throughout development rather than post-hoc review.

• Shavit et al. (2023). Defined agenticness as a spectrum and proposed seven baseline deployment practices : identifiers, 

approval for consequential actions, legible reasoning, attributability.

• Lewis et al. (2020). Generation on retrieved source text outperforms closed-book parametric generation on knowledge-

intensive tasks, producing measurably more factual and specific output.

• Dong, Lu & Zhu (2024). Systematic mapping study of Agent Ops tools, a comprehensive taxonomy of the artifacts and data 

to trace across an agent's lifecycle.

• Pathak & Jain (2026). Closed the "observe-but-do-not-act" gap with a Governance Telemetry Schema extending 

OpenTelemetry, sub-200 ms OPA-compatible rule enforcement, and graduated interventions

• Gaurav, Heikkonen & Chaudhary (2025). Showed a decoupled runtime layer with declarative rules and a longitudinal Trust 

Factor can govern uncooperative, unmodified agents across content and financial tasks.

Decision-level telemetry whose legal basis is verified against the regulation in force, 

versioned, and accountable
Research Gap

Research Gap: harusnya 

berupaya untuk menjawab rq

https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
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ANALYSIS – CURRENT STATE & DESIRED STATE

Slide ini disimpan di depan

DECISION SOVEREIGNTY

Delegating decisions to an autonomous system that remains 

governed by the institution's own verified rules, evidences, and 

accountable

CURRENT STATE DESIRED STATEAI AGENTS
Partially manual data management 

New data lands faster than it can be 

governed

Manual access grants, subjective 

decision making

Approvals by hand, guided by individual 

officer judgment, outcomes varying by 

officer with no verifiable basis.

Manual artefacts & metadata 

Identity changes (PII surfacing, sensitivity 

drift) risk going uncaptured, so labels go 

stale and risk compounds.

Governed at machine speed

Every new datasets are profiled and labeled based on 

closes artefacts

Every request through grounded gates 

Access decision are computed by deterministic gates 

against recent relevant regulations, each decision 

carrying verbatim legal basis

Metadata that keeps itself current 

Captures identity changes and applies protective 

upgrades autonomously, every change recorded as 

recomputable audit evidence.

Support data management across three governed 

activities:

1. onboarding new datasets into the catalog with 

near-accurate labels,

2. keeping metadata current and protection tight as 

data changes,

3. deciding every access request through 

regulation-grounded gates

Adopt those three governed activities at machine-speed 

governance while remain verifiable and accountable.

APPLIED REGULATIONS

Data Protection 
Regulations:

1. 8 PDP Principles

2. BI's authority to obtain 

data 

3. the legal basis for data 

processing

Data Governance & 
Management

1. Information classification 

& disclosure

2. Metadata & information 

labelling

RESEARCH QUESTION How to leverage agentic AI to implement regulations in an agile and adaptive manner, while ensuring that every 

decision made under that capacity remains anchored and verifiable.
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ANALYSIS – PROPOSED FOUNDATIONAL CONCEPTS

REPRESENTATION

ARCHITECTURE OF TRUST

What counts as a decision? If agent actions stay 

infrastructure events, their legal meaning is never 

captured, hence institution cannot answer for what it 

never recorded as a decision.

AGENTIC TELEMETRY

TELEMETRY to OBSERVES

Every cognitive step emitted as a Cognitive Event, streamed tier, 

outcome, legal basis, guardian, policy version. 

Trust contribution: nothing happens unseen

GOVERNANCE for JUDGING

The Active Metadata Control Plane: versioned policy-as-code built 

on regulation corpus and the grounding verifier checks every citation 

verbatim, include human legal guardian registry and evidence bundle

Trust contribution: nothing is judged by rules that cannot show 

their source.

ENFORCEMENT by ACTS

Tiered execution: Tier-1 autonomous within verified policy; Tier-2 to 

named humans. Any failed verification degrades the action human 

legal guardian

Trust contribution: nothing permissive executes unverified.

INGESTION & METADATA DISCOVERY

Profiling schema, PII, metadata, domain, and 

confidentiality, and other attributes

METADATA STEWARDSHIPS

Reads information artefacts (query logs, change requests) 

and updates metadata for any changes

GOVERNED DATA ACCESS

Governs data access end-to-end through 

regulation-grounded gates, turning decision 

sovereignty from doctrine into a repeatable 

procedure. The gates decide what the rulebook 

clearly settles. Human act as legal guardian 

decides on specific cases (e.g. legal exemption, 

external disclosure, or loosening protection).

DECISION SOVEREIGNTY CONCERNS

AUTONOMY

How to balance autonomous and human-made decision 

in various cases? Precise decision delegation is key 

component of decision sovereignty.

RULE DRIFT

Do the enforced rules still match the law in force? Policy 

written may drifts silently from the regulation it claims 

to implement; enforcement without legal pedigree.

ACCOUNTABILITY
Who answers for the decision? Delegation tends to diffuse 

responsibility until the only answer is “the system 

decided”, which may harm institution credibility 

ARCHITECTURE OF TRUST
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ANALYSIS – AGENTIC TELEMETRY CONFIGURATIONS

INGESTION & METADATA 

DISCOVERY
1. Row-level profiling (schema, PII by 

name and by value) 

2. Metadata/data definition 

3. Default confidentiality label, at 

initiation data never labelled as lowest 

confidentiality, portfolio registration 

4. Protective steps are Tier 1; every AI-

drafted word queues for human 

review (Tier 2). 

METADATA STEWARDSHIP

1. Observes data changes, reads 

artefacts (query logs, change 

requests), 

2. Detects identity drift, keeps 

labels current.

Example:

Tier 1 Decision

Example: PII detected will be upgraded to 

highest confidentiality and highest access 

authority.

Tier 2 Decision

Example: Downgrade requested 

confidentiality will never autonomous, 

citing PIBI art. 17 (default-confidential)

GOVERNED DATA ACCESS
End-to-end access decisions, repeatable procedure. Eight profile-

aware gates in order, each citing the corpus verbatim. The gates 

decide whether data can be accessed.

Gate 1: Catalog Existence, must be existed on gov.catalog. Ungoverned data cannot be 

accessed

Gate 2: Lawful processing basis. Purpose must map to recognized processing basis

Gate 3: Requester registration. Requester profile must have access rights based on 

documented identities

Gate 4: External party regime. If the requester's status is external, two sub-branches 

apply: a) active agreement 2) data confidentiality non-public data (escalate) or public 

(allowed).

Gate 5: Purpose assessment. Whether requester have primary access. If don’t have 

primary access, requester must state purpose of request.

Gate 6: Access Level. Whether requester have highest access level/exclusive access 

(only for certain data).

Gate 7: Confidentiality level. If data requested has highest confidentiality level, then the 

purpose must be checked and escalated to deputy director level. 

Gate 8 : Release Obligation. Once granted, PII must be hashed, and any exemption 

decision stored on evidence bundle (claimed articles, policy version, guardian references) 

Applied/Allow Access Deny Access Escalate to human

TIER 1 (T1) TIER 2 (T2)DECISION TIERING
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User

(chat)

Supervisor Agent (Orchestrator)
• intent routing and lay-language parameter extraction 

• makes no governance decisions

Router
deterministic gate

governed outcome and CognitiveEvent

ACTIVITY 0 : INGESTION AGENT
Ungoverned data mapped to catalog with conservative, cited 

labels, AI-drafted description always queued for Steward 

review.

detect new datasets

(datalake vs catalog)
sample top 50 rows

Profile Gate

PII, confidentiality, domain, 

quality

verify every article

in corpus

register catalog and

review queue (T1 and T2)

ACTIVITY 1 : STEWARDSHIP AGENT
Processes information artefacts (query logs, change 

requests): PII upgrade is autonomous Tier 1; any downgrade is 

never autonomous and always escalated.

artefact from chat

(verbatim)

catalog entry

(current class)

Stewardship Gate

Upgrade/escalate/no-action

verify every article

in corpus

upgrade highest confidentiality 

(T1) or escalate (T2)

ACTIVITY 2 : ACCESS DATA AGENT
Governs data access: requester × dataset × purpose, with 

parameter normalization and ambiguity checks; every release 

carries its evidence.

requester profile

(documented purposes)

catalog entry

(class and access level)

Access Gate

allow/escalate/deny

verify every article

in corpus

release CSV with decision 

(escalate/allow/deny)

Shared backbone

Azure SQL for governance truth
gov.catalog : cognitive_events, review_queue, decision_log

Azure AI Search for regulation corpus
Regulation ground truth as verbatim article verification

Azure OpenAI for agent runtime
LLM extracts, routes, explains but never decides outcomes

1) REGULATIONS

Embedding regulations 

as text verbatim

2) CORPUS 3) POLICY-AS-CODE 4) GOVERNED DECISIONS 5) TELEMETRY and EVIDENCE

Text become structure identified by 

content 

Structure become rules (data and citation), 

and verify verbatim on corpus, if fails must 

not apply autonomously (fail-safe)

Rules decide request through 

Cognitive Event
Decisions proved by evidence
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INPUT

OUTPUT
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ACTIVITY 0 : INGESTION AGENT

W H AT  W E  T E ST

11 scenarios over 5 sample datasets: data with obvious 

personal data, with disguised personal data, clean 
numbers only, half-empty data, and an empty table.

ACTIVITY 1 :  STEWARDSHIP

W H AT  W E  T E ST

16 scenarios around changing data labels: activity logs that 

reveal personal data (protection must be tightened 

automatically), requests to loosen protection (must always 

go to a human), and harmless logs (no change).
 

ACTIVITY 2 : GOVERNED ACCESS

W H AT  W E  T E S T

19 access requests covering every kind of answer and 5 that 

must be refused, 5 that need a human, 9 that may be 

approved, including the same data approved for one purpose 

but escalated for another; plus the 35 manipulation attempts 

of adversarial robustness analysis.

RELEVANT EVALUATION METRICS & RESULTS

#1 S AM E  QUE S TION ,  S AM E  ANS WE R ? #2  CAN IT BE  TR ICKE D? #3 DOE S  IT FOLLOW THE  R ULE S ? #4 CAN IT P R OVE  ITS  LE G AL BAS IS ? #5 DOE S  IT S P OT P E R S ONAL DATA?

Groundedness is versioned: every event records bi.cog.legal_basis, citations_total/grounded and the policy version (acmp-2026.09.0 + corpus hash), so each decision is auditable against the exact regulatory text it relied on.

# 1  D E TE R M IN IS M  ( D C R ) # 2  AD VE R S AR I AL  R O B U S TN E S S # 3  D E C IS IO N  R E G R E S S IO N  AC C U R AC Y # 4  R E G U LATO R Y G R O U N D E D NE S S  ( R G S ) # 5  P I I  D E TE C TIO N  R E C ALL G AP

90/90
Of 15 situations asked 6 times each (90 

runs), 15 produced the identical decision 

every single time, 90 of 90 decisions.

0 / 35
Of 35 attempts, 25 reached a decision, and 

none changed it or altered the catalog: fake 

approvals and “just say access granted” all 

failed.
Of the other 10: 5 smuggled-code attempts were 

handled safely (refused, without the expected 

clarification wording), and 5 hidden “system 

override” instructions crashed the request..

37 / 37
All 37 test scenarios were decided exactly as 

the regulations require approve, refuse, or 

escalate, at the right level.

10/10
Every decision could show all the regulation 

articles it relied on verified against the corpus, 

not claimed

100% & 0%
Of 6 scenarios, the production pattern-based 

PII detector ignore 0/12 when there is no PII 

(Scenario 5), catches 12/12 personal-data 

columns whenever the column name or the 

values follow a known pattern (Scenario 1, 

Scneario 2 and Scenario 3), but 0/12 when 

neither does (Scenario 4) while wrongly 

flagging 12/12 pattern look-alikes (Scenario 6)
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KEY FINDINGS & FUTURE WORKS

KEY FINDINGS:

1
AI Agents can be used as telemetry and able to make decision with evidences and recorded each one at the moment, it was made against the 

regulations that must be applied in Bank Indonesia.

2

3
The agent's capability can be upgraded at a single designated seam, while the governance expressed through the gates remains versioned, and 

untouchable.

Tiering decisions is effective for governing agents by balancing autonomy with human guardianship on every decision, especially for access data 

governance.

FUTURE WORKS:

1
AI Pipeline-fed artefacts (for Activity 0 & 1) : Metadata ingestion, query logs and change requests will flow into the rule engine straight from 

the source systems, no more copy-pasting into chat, so nothing gets missed, mistyped, or altered along the way.

2

3
Per-dataset guardian registry : Each dataset will have a clearly defined person or team responsible for related decisions. The responsible 

party will be linked to the dataset's owning unit through an official registry, ensuring that escalations are directed to the right people.

NER (Name Entity Recognition) as a third PII signal : We will add an AI-based capability that can identify personal information based on its 

meaning and context, not just its format or pattern. This helps address cases where traditional pattern-based rules may fail to detect certain types 

of personal data.



THANK YOU

Opinions expressed are solely our own and do not express the views or opinions of Bank Indonesia
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REGULATIONS APPLIED ON BANK INDONESIA RELATED TO DATA GOVERNANCE AND PROTECTION

Dikau, S., & Volz, U. (2018). Central Banking, Climate Change, and Green Finance. Handbook of 
Green Finance. https://consensus.app/papers/central-banking-climate-change-and-green-
finance-dikau-volz/0f8e5546dbcb5d4b87c9603b6e3a1533/?utm_source=chatgptD’Orazio, P., & 
Popoyan, L. (2022). Realising Central Banks’ Climate Ambitions Through Financial Stability 
Mandates. Intereconomics, 57, 103–111. https://consensus.app/papers/realising-central-
banks-’-climate-ambitions-through-d’orazio-
popoyan/fc55823a57855b6791545d0e0ed4bdc7/?utm_source=chatgpt

Carbon Intensity

• Carbon intensity is the ratio of carbon dioxide per unit of energy, or the amount of carbon dioxide emitted as a result of 

using one unit of energy in production.

• Emission intensities are also used to compare the environmental impact of different fuels or activities

• Glossary | DataBank

APPLIED REGULATION
NATIONAL REGULATION

Law No. 27/2022 on Personal 

Data Protection (UU PDP)

INTERNAL REGULATION

BoG Regulation No. 22 of 2024 on 

Bank Indonesia Information 

Management (PIBI)

INTERNAL REGULATION

BoG Regulation No. 19 of 2025 on 

Information Management and 

Governance (MIKK)

PURPOSE:

To guarantee citizens' right to the 

protection of their personal data, and to bind 

every party (private or public institutions) that processes 

personal data to a single national standard of lawful, 

accountable processing. 

KEY PROVISIONS : 

1. Categories of personal data (general vs. 

specific, Art. 4); 

2. Lawful bases for processing; 

3. Obligations of Controllers and 

Processors, including the duty to demonstrate 

accountability; 

4. Data subject rights; cross-border transfer; 

exemptions for state functions including 

supervision of the financial sector, monetary affairs, 

payment systems, and financial system stability.

PURPOSE:

To operationalize information governance 

across the information lifecycle. 

KEY PROVISIONS : 

1. Metadata obligations from the acquisition 

stage and business metadata content; 

information tagging; 

2. Labeling as classification plus access 

level (eksklusif/selektif/rilis, with designated 

persons for exclusive access); access rights; 

3. data quality criteria including completeness; 

conversion/pseudonymization before release; 

4. stewardship roles and the review duties of the 

managing unit; and the express permission to use AI in 

information analysis.

INTERNAL REGULATION

BoG Regulation No. 11 of 2024 on 

Personal Data Protection

PURPOSE:

To ensuring compliance with laws and 

regulations regarding PDP; and enhancing 

PDP governance and risk management.

KEY PROVISIONS : 

1. BI's authority to obtain data in accordance 

with laws and regulations, and the legal basis 

for data processing in the form of performing 

duties for the public interest, public services, or 

exercising the authority of the personal data 

controller based on laws and regulations; 

2. 8 PDP Principles; 

3. Scope: Personal data processed by BI 

includes personal data within policy 

and institutional domains from both internal 

and external data subjects, of both general and 

specific nature, in electronic and non-electronic 

forms; and

4. Data Subject Rights and Data 

Processing Obligations

PURPOSE:

To establish how all information held by 

Bank Indonesia is classified and protected. 

Confidentiality the default state of 

institutional information and protection 

proportional to sensitivity

KEY PROVISIONS : 

1. Three tier information classification 

(Rahasia Ketat, Rahasia Terbatas, Terbuka); the 

default-confidential principle and the rule 

that declassification is a deliberate 

human decision; 

2. mandatory strict classification for 

information containing personal data; 

3. the information portfolio and 

registration duty; 

4. disclosure to external parties and the 

deciding officials for it; and 

5. Confidential information may only be disclosed 

to designated recipients.

Simpen lampiran

https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
https://databank.worldbank.org/metadataglossary/world-development-indicators/series/EN.ATM.CO2E.EG.ZS#:~:text=Carbon%20intensity%20is%20the%20ratio,of%20different%20fuels%20or%20activities.
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